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FUNDN'rEmAL REMARIill ON THE II BANDWURM"
 

ENCIPHERING SYSTThI 

. The "Bandwurm" is an endless, non-repeating oolUlIU1 
substitution. Enoipherment is effeoted meohanioally by ; 
impulses aocordi.ng to the five impulses of the BAUDOT . I 

alphabet. Aocording to the setting, the oipher teleprinter I 
attachments modifies the individual out-going impulses , i.e. 
with positive setting of the oipher TIp attachment, each posftive 
impulse beoomes negative and vice versa. With negative setti!ng, 
the positive impulses remains positive, the negative I 
negative. I 

Outgoing impulso . + .. + 
Cipher TIP attachment ---±-.+-----

Transnd. tted impulse - + + - I 
! 

I 
Thus the letter A, for. instance, enoiphered with the letter 

IT would produoe the letter H• 

~A .f. - .. .. 
n + + + + + 

H -+ + ++ 

For each letter, therefore; thero are 32 possibilities of 
enoipherment (sce table on page following). 

j 

The oipher T/P attachment has two settings, one LARdE 
setting and one SI:[AL" setting. The large setting 

TIOrnrrH BOn1illME I
I 

always gives a simple substitution, that is to say enaiPhermJnt 
always tekes plaoe with the same letter (the wheels of the cipher 
T/P attaohment do not roove). With the smaJ.l setting I 

rIIOUIJIltL M.iiJIbIE 
I 

Ithe substitution system changes from letter to letter - probably 
by movement of tho wheels of the cipher T/P attaohment - and: an 
endlGBS oolumn sllbsti tution is produoed. 

The system oan be broken Vlhen messages nre reoeived on the 
same key, and the key i tsolf haa been obtained from them. 

!. 

,.' 
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e· ra 0 0 e 0 

very oarefully. I t is not 
__________1 They ooeur: 

1) In traffic betvroen the reoiprocal stations of e. link 

, ' " 
, '\ , 

Examplo: 

OTABMM B OBE 17 

Or: 

IIOIllJU1 B OBE 17 
I 

Contact tro.ffio of the TIP operators shoUld nlao be wo.tohed.. 
This often gives the setting aWfJ3, and oonstantly allows important, 
oonolusions to be drmvn regarding key-idontity of.the messages. 

I 

reMon, 
mos 

is: 
I 
I 

t e traffio mus t always 

, I 
If evidenoe of key-ido ntitY l.w.6.t01.S_nl.llo~t.lo..Je;urn/ollA~rl.:log""el..-Lf.,J.r;.L"O:L;., ..£<t.uh,l;lA,;",Si;,.ec,\,Io.t.r.;iUD.l.IgL...,1 

I.;...a~nn=orr:un~o~e....,mc,,"::,""n_t __o_r....-f_r_o_m_oo_n.,..,t,...,a.g~t_t_r....,a:-f_f_i_0..",-, ,..-- , wn-n' 'f ' 

tr6J'ho u running smoothly lllld on days when 0. 'lot of material is 
tre.nsmi t ted ODO c ' . 
re eats. (b)(1) 

," 
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!t requires n very practised eye to roa6grt1sB suoh ODBeS 
among thousands of letters. I 

. I 
Often tho usc of the letter shift k~y before,the start of a 

new JOOssage or 8. new paragraph alBO oauses repeats to be tormed. 
Suoh repeats are the most c~ily reoognised. I 

,.2) In messages of one and the snmc station: 

uest of station 

Repent:. '-. '- ! . 

CTAl3JIIO CRDBA TBOro Bmu -/~ MYMYMYMYMYMY~AJ1~AY' 
b) When the rediproc~ sta~ion han bad reoeption, : 

the srune setting i/J somet.Lnes used. throe to four timeS. In. this· 
cnse, enciphered oontaat traffio ann bo reckoned with. Tho text 
of this l.light be r.B follows: 

TrTrTrTrTrTrTrTrTrTrTrTrTr I . 
.. • ", ",",' I,' , ,. 

-/-/-/-/-/-/-/-/~/~/~ •/~ j •/: /~) ~ /~ /~ 
I 

TAMJrn - IfAMJIM TMJr TMJI TMJI TMJI i TM TM TM 
I 

TrcJIH~ A, I 123 TrCnH~ TrOn~H 

111111111111111111111111I11111I111111 

3~EC1 3~EC1 3~C 3~O 3~O 3~O 

HYCKAK 
POBMM CTABMM OIlHTh HE.llIJIO OT BAO mt IIillO 

GROBA GTABMM GROBA 



ib)(1l 
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0) When the reoiprocal stntion gets out of phase (i.e. wh n
 
the Uloohines c.t both the trnnsl!li tting nnd rooeiving ends ere :not' rurming
 
together). This likewise neoessit..'l.teB ll.. rapont,! . I
 

1.---_1 I 
Reoeption of messugas must be undertnkon with the utmOst .
 

Ol'.re. It must not be i,nterruptod, und above 0:11 tho nutom8t~o.· .
 
starting switoh (Dlluerstart)tnust remnin switohed on without Iinterruption.
 
The key oontinues in phose dUring the lCllger pauses too. Any ordsdon .
 

f 01 :er :ttera breaJcs :: :A~ljer0<3 of the key:; I I : .......
 . It is in nny OMe ndvisabie
 
: nIy we on mossngaSoo.ve b~en perfeotly reoeived.l·
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TO!' SB9m1R "V" -6

bI B T III I U ~.~ 11 q 11 J{ U 1;[ IO C H 3 X I{ A B JI B 10 ;II U HI,' 

. E H T ]I U 3 H Ii 1 II ;:{ 1 Hi B E 4 m9 Y Q} q 1> C 0 q R IT ]I.
 
E 1 mII M 3; - + .. (( 8 tJ <~ 5 Ill) mi1 . 2 ! 8 a A· 6
 

o I ( , II{ ~ a 4!:. • 4 (~- %N? 3 j In 5 &?,/- ::. 5' P 

3 B H UY UY IT X'q C ~ B q H Uill HOY q 0 UY 3 IT k E 3 1 

Po III 10 II "l 1 I IT 1[ t~ bI n Mg' :3 6 - 4 ( ; I • 12 ::: ~ 3 

7 10 9 2 0" - / 0 It 10 bI P I;: I 3 L~ Y B Y MeA 0 H A 3 0 ~ 

B .II E B .u p prE 0 r p C X 11 C <] III !1 T I ' 
I I 

.1 
! 

Clear Toxt: 

Ma Ce~¢a ~12/S1 2/16 1~ 7 13 He60 ~ reHepa~ Manopy ,
 

R08JIOBCKOMY - OTKOMaH,qltpOBaH nO~110JII{OBHHK m~~HOB BarnsMY'
 
, I 

• • I' 

.rratlHOMY pacrrop.fn:teHMIO rrpH6y' .,I~eT IS 11IOJIR 19·±3 ro~a. RpacHH

~ 312/s1 2/16 14/7 rony6oBa
 

H'B T H q ~ IT X ] P H 3 ill ill ill ~ I 1 1 P E IT q 0 I q M'U b 3 
ill ] ]I{ T T 1 0 B Q) I 1 B X C M 13 10 10 Y mM 10 & X B A E 

IO 1 II P R 10 %) J ~ N? j';] ::: 5 ~ 0 .:1 5 8 3 : 8 M 

] MOE li\ ?? s & 5 rJ 8 a • 8 3 t,e E r.J ~ 0 I B ~ t'Q 

B ,n: III FI IT 1.\ H J1 a , 7 : -::: ~ 1 : 8 : 8 4 E II ill fI II- - . _.. ' 

q J}!.n ~! 7 : I ? a' 3 0 / ::; 5 7 : - -: '; , ~ , 9 , e11 7 • 

. ; ::? 8 3 :: 4 ill 0 I.: 5 g 2 ill, ('3 ~! + 11 j 0 a ) ~. ~ 
32 RlIIllPPHHIT ~9N?jliJ,S /9-rJ%-!1 = ~ 8 

/ 6 6 - ~ + m(. 84); a ~ ma 7 ~) 



" 
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CleO%' Tex.~: 

. .• • ..- . I 

113 Ce~rtla 316/':;1 "~/23 14./7/ i 13 He60 - reHepa.n:y UpoKocP:&eBY
~rrrrapaTN C y~yqrneHHort 9KpaHMpoBROM BNcnaHU 12/~ . 
rrpoBepuTb MMeWll{MeCR B pac>oTe 11 AaTb TOtIHbIM O~tIeT q fiX 
r:>a~oTe I1 o6HapymeHH1>IX ~e<PeKTax }{alI1I1H - N~ 316/31; ·1116 
14/7 - rOlly6oBa 2017 . J 

I 
Errors oanoelled by using the figure shift ~~) of Thus 
in onnoello.tion 4 ;;G;( ••• would be enoiphered. 

; , 
I 

I 
. . ' j 

In the example given, the final group l,j16 is wrong - the: 
lo.s t groups mUll t be rcpea tod; I 

I 

(b)[_l-F'.L.8 IJ-_l 
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A5Br6[~3~~~AMHOnpCTY~~~~W~b~ 14'/ 
A/~~X¢~KbjB~M~n!H~TC~6r554P3~OW~A / 
5 U. / M I !'I q, C fl ,. ~ T 10 ~ b X 3 5 '* t<: W E 0 AblY ~ H ii r I'l P 5 S 
B~M/PKC¢YbAA~54~illr£~3~~AonX~T'H18 4 
rXI P/Y+bK¢~3~~C~TeHnAHAOA~~~w5EMr " .lJ= J 

" . . , A~~KY/~~PX'8CTi+S3~MrAH£Hlb~5won6 LA ~ 

[R~C4~/M~ !T~K~PYblH6~05wA3xnSAHrb£ C 
1 KC <l>bKlM/X P~A5lE I no 1'16LlblBJ TUJ~ yr I\H 5 4;f • • 5 8 
3bnYKP~X/~Hr"W~C5AOJe~~HEM~ASTI\~3 Jl a - p l' 

Hj4b.~IP~/3~nHMRA.S~ArAWT~K80E5C~ £ 2 
~BI\A~.T61'l)/¢6Ll~S4XREbKPMIHrYC~nOKl	 b 
K~T"'JB~Ar~¢/EROH!Y~5P~bC4S~XMn4WK r 7 
~ M 10 U '1 C K R 4 n 5 E / A 'J P H 0 A 4> H T , B r b I llJ * bI 3 x 1\ ). , " M 
M 1\ B I) 5 T * [' W H U. 51 A / 11 bl 'j I ~ A n c ~ Kl X J'O 4 K P b r HI , . I (
 
H n b 4 C 'i P I U M UJ l) Y 1-\ / I( A E r x A ,. T 3 Ll to ~ 6 bl ~ 8 ¢ til B ?
 , . , <bo 1 x 'i ~ 4 '/ nCR 5 Ii P bl K / ~I\ 3 bE ws r 8 ~ M T H A A f{) 0 

" ... W H ~
 ·, , p bl 5 r e> 3 H '" '" ~ x Y 0 IE" 51 / .... W K b 10 ~ ~ T A If> n 1':1 c 6 P
 

... nH3WT5~061\4IHYA~/RxrM~Cb¢BE~PKKl4n 
A 1 

C T 't E H f\ 8 60S R U () d> r 3 x 4 / A Y M n K 'j bl W I Kl b p ., ( Y 
W b 

'j ~ UJ 3 A r 0 ~ 8 A b P H n A E M K 4 5 / X ~ ,. C 6 .f( Kl I ~ .. T Y 
TCKMnM~u.I~E5~6xbrwA/rAH'~P40~3~jT 

" K W. 
y /i. . ., . ~AE.~A6~~rK~TC5WYbMf\x/Y~n03P441 Ht 
T.;}, " xrO~A~W3~~PbSYT6cKlnH•. Y/IM[8K4U~AX "'.".11 

U6Al\oeATHWMCe~3rbYK~4RI/p~5n.x,~u ~ 9·. ., . III I~ 5 bj·O A H 3 WE. T I 4 r x () B ~ l\ y j.4 en,., p / .. 6 A b ~ t< '" y , . A i.w.ynR'XYM~HSb3Kl~BT~P50E~./CArAAKw 

3 I~p~x~bnY¢Kr~ I o~MEAW4.3B55C/6HATU~· , . ., 
, 

,
, 

- .-.,., - ---b.3 H H" b1s··r A BY )C-W J+.5-TU,¢> I 0 ~ P ,en fl I\-&-/-JTME-b-, X I 
s;1EATW6"'ASOCMJ:KblVlPflfOelllt4<!lO r H'i/YX3$:t\· . -. ".' ... 11 " ',. '.. . ~ ..•.	 I 
I	 or55w~~TE~n~p~AKMb3~44XKl~"CY/¢Bl ~:.f-, ~, .. :: 0.· 5. . .;:,." 

'.. 
UI H H E 0 r S " fi n y 3 b 8 6 I() C P t>l U IllY I( A ,. M·x <t> / '" .... ".".:' 10 A 

"1l:-~ '~'J. ~ "'~. -·:c . . S 'i p. 1 1"1 n b <I. ~ C 0 UJ ·x r <lo I() D. b H 'I T H " bI A KU, [3 ~ 'I: / 5 
'~.'..··~.'''';····'··ll''i· n' ~./ A 6 BrA E • 3 101 10 K· " MHO n Pc' T 'J 4> x u y ·UJ ~ b \l-! 4 5. / 

'..:.. ·.tI~f:~~L' ~__~:iL-· :;:-:-. .~;:L:_/~1:; 
_._'L-. 
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1) Reece reports 
I 

. )a Reports from Front HQ I S to GHQ. 
• 

statements 
I 

on own 
positions and situation, enemy situation, 8tate~nts by p/WI S, 
SiGint reports. 

I 
b) SUrJTilarized rOI.)orta.fo::: aonoro.l information of FrOnt 

HQ'B L~HU6d by G.H.Q. Moscow. 

0) Reports for TASS Md SOVINFClRMEUREAU from Front HQ I B 
or from war correspondents. Front line reports of eve~ kind. 

2) Reports and orders regarding the signals network of 
GHQ end the Front HQ 's. 

3) Lettors be~reen the personnol aeotion of GHQ and the 
personnel scotions of the Front H~IS, conoerning postinga, 
transfers, promotions cta. 

i 

4) Messages dealing wi th supplies. Rear areo. s ervices ~ traffio. 

5) Met sorvice. Weather situation and forecD8ta. 

On tho nir forces' network: 

1) Meteorological sorviou. 

2) Comnunications of the seotion de~ling with rear 
area serviaes (supplics, persormcl matters). 




